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Abstract: In this paper, we propose the blind watermarking algorithm based on Double Haar Wavelet Transform (DHWT) for
copyright protection of encrypted images. Watermark embedding is performed in wavelet transform domain. DHWT is applied
to the original cover image and binary watermark. Selected subband is encrypted by Advanced Encryption Standard (AES)
encryption scheme. Singular Value Decomposition (SVD) is applied on selected subband of both the cover image and binary
watermark. Eigen values of selected subband of cover image are modified by the Eigen values of the selected subband of
binary watermark. Experimental results show that the proposed algorithm achieves very high imperceptibility which is
evidenced by high Peak Signal to Noise Ratio (PSNR) value for various gray scale encrypted images. Also, it produces very
high robustness against various types of image processing attacks.
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1. Introduction

The availability of increased computational power and
the proliferation of the internet have facilitated the
production and distribution of unauthorized copies of
multimedia information. As a result, the problem of
multimedia copyright protection has attracted the
interest of scientific and business communities
worldwide. The most promising solution seems to be
the watermarking process where the original data is
marked with ownership information hidden in an
imperceptible manner in the original signal. Media
contents are often distributed in encrypted format and
watermarking of these media need to be carried out in
encrypted domain for copyright violation detection,
proof of ownership or distributorship, media
authentication etc. In an encrypted image, changing
even a single bit may lead to a random decryption;
therefore the encryption should be such that the
distortion due to embedding can be controlled to
maintain the image quality. It should also be possible
to detect the watermark correctly even after the content
is decrypted.

An encryption algorithm is classified into two types,
a stream cipher algorithm and a block cipher
algorithm. Wide numbers of papers are proposed to
encrypt the digital images. Subramanyam and
Emmanuel [19] proposed an algorithm to watermark
JPEG2000 compressed and RC4 encrypted images to
improve the overall security of the image. In this
paper, a block cipher based Advanced Encryption

Standard (AES) encryption algorithm [8, 9, 16] is
proposed to encrypt the cover image.

Hiding the ownership information can be done in
two ways, viz. spatial domain technique and transform
domain technique. In spatial domain technique [12],
pixel value is modified directly to embed the secret
information. In transform domain technique, original
image is transformed into transform coefficients by
using various popular transforms Discrete Cosine
Transform (DCT) [6], Discrete Fourier Transform
(DFT) [18] and Discrete Wavelet Transform (DWT)
[1, 2, 3, 4,7, 10, 11, 13, 20, 21] etc. Then, transform
coefficients are modified to embed the secret
information. Transform domain techniques possess lot
of advantages. It offers very high robustness against
compression such as scaling, rotation, cropping, row
and column removal, addition of noise, filtering,
cryptographic and statistical attacks as well as insertion
of other watermarks.

Robustness, imperceptibility and capacity are the
three conflicting requirements of digital watermarking.
The added binary bits should not degrade the quality of
the image. At the same time, it should not be removed
by the attacks. Different attacks are sensitive in
different frequency bands. Modifications of the
histogram, such as contrast/brightness adjustment,
gamma correction, histogram equalization, and
cropping are very sensitive in low pass band. But,
attacks like filtering, lossy compression, geometrical
distortions are less sensitive in low pass. Similarly
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such characteristics are more sensitive in high
frequency band. Noise adding, nonlinear deformations
of the gray scale are less sensitive in high frequency
band. Therefore, adding of extra bits in the mid
frequency band, compromise these two characteristics
of frequency bands [1, 2, 3, 4, 6, 10, 11, 13, 20, 21].
Designing of blind watermarking i.e., extracting the
watermark without original image and original
watermark is very difficult task. In this paper, blind
watermarking scheme is employed. Watermark is
extracted with the help of secret key only.

Wavelet transform is a very popular technique in
image transform, especially in watermarking of
images. Various watermarking methods are proposed
in wavelet domain due to their excellence of multi
resolution property. Byun et al. [4] proposed a
watermarking method using quantization and statistical
characteristics of wavelet transform. Wang and Lin
[21] proposed a wavelet tree based blind watermarking
scheme. Jiang et al. [7] proposed a blind watermarking
scheme based on 4-band wavelet transform. An integer
wavelet based multiple logo-watermarking scheme was
proposed by Yuan et al. [25]. Preprocessed watermark
is embedded in the low and high frequency subbands.
Mahmood and Selin [1] proposed a semi blind
watermarking scheme using image de-noising based on
DWT. Li et al. [11] proposed wavelet tree quantization
based watermarking scheme robust to geometric
attacks like rotation, scaling and cropping. Lein and
Lin [10] proposed a blind image watermarking scheme
using wavelet trees quantization. Wei et al. [13]
proposed a blind watermarking algorithm based on the

significant  difference of wavelet coefficient
guantization. Papakostas et al. [17] proposed a
watermarking algorithm based on Krawtchouk

moments, interms of locality, the zero-bit
watermarking technique was proposed by Wen-ge and
Lei [23] here watermark is generated by the features of
the cover image and makes host image without any
distortion. You et al. [24] proposes a blind
watermarking method by using non-tensor product of
wavelet filter banks.

However scalar wavelets are generated by one
scaling function. It does not support, orthogonality and
symmetry, simultaneously. Multiwavelets which have
more than one scaling function can simultaneously
provide better reconstruction while preserving length.
Good performance at the boundaries and a high order
of approximation are added features. Thus,
multiwavelet provides superior performance for image
processing applications, compared with scalar wavelets
[23]. The Haar wavelet transform consistently
outperform the more complex ones when using non-
colored watermark [3]. In this paper we propose a
Double Haar Wavelet Transform (DHWT) based
watermarking scheme.

The Haar Wavelet based M-channel Filter (HWF)
bank with M=3 called the DHWT [22]. It divides the

original image into nine subimages at a first level.
Each subimage in the first level is further divided into
nine sub images at the second level. AES encryption is
done in the low frequency subimage. Binary
watermark is embedded in the selected mid frequency
subimage. In this paper, section 2 discusses the DHWT
from HWF. Section 3 discusses the AES encryption.
Section 4 discusses the proposed embedding and
extraction algorithms wusing DHWT. Section 5
discusses the experimental output for different gray
scale images followed by conclusions in section 6.

2. M-Channel Filter Bank and Double Haar
Wavelet Transform

Multiwavelet is developed from Multiresolution
Analysis (MRA). The difference is that multiwavelets
have several scaling functions whereas MRA have one
scaling function. Multiwavelets offer superior
performance for image processing applications
compared with scalar wavelets [14, 25]. Multi wavelet
offers short support, orthogonality, symmetry, and
vanishing moments. A multiwavelet system can
provide better reconstruction while preserving length,
good performance at the boundaries and a high order
of approximation. Each multiwavelet system is a
matrix valued multirate filterbank. A multiwavelet
filterbank has “taps” that are (NxN) matrices. A filter
bank is a structure that decomposes a signal into a
collection of subsignals. Depending upon the
application, subsignals help to emphasize specific
aspect of the original signal or may be easier to work
with than of the original signal [14]. The structure of a
classical filter bank is shown in Figure.1.
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Figure 1. M-channel filter bank.

Perfect reconstruction Quadrature mirror filters are
used to split the input signal into M subbands which
are decimated by M in signal decomposition [15].
During reconstruction, M subband signals are decoded,
interpolated and recombined using synthesis filters.
The HWF with M=3 is called the DHWT [22]. The
decomposition and reconstruction filter banks are
defined as:
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Similar to the two dimensional orthogonal wavelet
transform, the DHWT can be extended to 2-D signals.
Let xo(m, n) be an image of NxN pixels. The steps of
the 2-D discrete DHWT are defined by the following
steps:

1. In the horizontal direction, the original image xo(m,
n) is filtered by the filters Ho(z), Hi(z) and Hy(2)
respectively. Three images Xgo(m, Nn), Xez(M, n) and
Xo2(m, n) are produced.

2. In the vertical direction, the three images Xqo(m, n),
Xor(M, n) and Xq(m, n) are filtered by the filters
Ho(2), H1(2) and H,(z) respectively. This gives nine

images x; (m,n)o<j <8.

3. Down-sampling the imagesx;, (m,n)0< j <8, with
an interval of three, we obtain nine subimages
xgj (m,n)Og j <8.

4. Steps (1-3) can be repeated on the subimage Xqo(m,
n), so as to get the other subimages in the next scale.

3. Encryption Standard Encryption

Cryptography has an important role in the security of
data transmission and is the best method of data
protection against passive and active fraud. The
growing number of communication users has led to
increasing demand for security measures to protect
data transmitted over open channels. In cryptography,
AES [8, 9, 16] is based on the block cipher and
become the designated successor of the Data
Encryption Standard (DES) which has been
implemented in a tremendous number of cryptographic
modules worldwide since 1977.

This standard comprises three block ciphers [9]
AES-128, AES-192 and AES-256 i.e., it has a 128-bit
block size, with key sizes of 128, 192 and 256 bits
respectively. AES has 10 rounds for 128-bit keys, 12
rounds for 192-bit keys, and 14 rounds for 256-bit
keys. AES-128 (a key length of 128 bits (16 bytes)) is
proposed which has 10 rounds in order to minimize the
number of if-then-else conditions. Figure 2 shows the
AES encryption flowchart.
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Add roundkey Cipherkey
—
Add roundkey Roundkey0

Add roundkey

Final state

Roundkey !0

Figure 2. AES encryption flowchart.

The initial step of AES is converting the input
plaintext matrix into state matrix. State matrix is the
hexadecimal value of input matrix which is given as
input to the forthcoming steps of encryption. The
plaintext matrix is rearranged into state matrix and
iteratively loops the state through 4 steps:
Addroundkey, Subbytes, Shiftrows and Mixcolumns.

Decryption blocks step-by-step reverses the
transformations of the encryption process. Input
parameters of decryption block are the ciphertext to be
decrypted (back) into plaintext, inverse Shox, key
schedule ‘w’ and inverse polynomial matrix. The first
round key to be used here is the last one that has been
used in encryption process. As in encryption process,
but in the opposite order, it takes nine identical rounds
of row shifting, byte substituting and column mixing
and a final tenth round to end up with the reshaped
plaintext matrix.

4. Proposed Scheme

DHWT based blind watermarking scheme is proposed.
Watermark is extracted by using secret key only.
DHWT is applied on both cover image and binary
watermark. In two-dimensional DHWT, each level of
decomposition produces nine bands of data. The low
pass band can further be decomposed to obtain second
level of decomposition. Figure 3 shows the first level
of decomposition.

A1 X2 Y10
Naq Xz Nap
Yo1 Yoz Xog

Figure 3. 1-level DHWT.

The proposed watermark embedding scheme shown
in Figure 4 is summarized as follows:

1. The DHWT is applied on the original cover image
Xo(mM, n) and binary watermark ‘W,

2. AES encryption is applied to the low frequency
subimage Xgo(m, n).

3. Eigen values of the subimage x;;(m, n) of the cover
image (o) and subimage X1 (p, q) of the watermark
image (oy,) are obtained by applying SVD [2].

4. Then the Eigen values (o) of the subimage xy;:(m, n)
are replaced by the Eigen values (o) of the
watermark image after multiplying with proper
strength factor a.

5. Inverse SVD is applied on the new Eigen values ¢

in order to obtain the watermarked subimage X,, (m,
n).

6. Inverse DHWT is applied on Xe(m, n) and xfl(m,
n) to obtain the watermarked Image X:V (m, n).
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Figure 4. Watermark embedding algorithm.

The proposed watermark extraction scheme shown
in Figure 5 is summarized as follows:

1. The DHWT s applied on the watermarked image
X, (m, n).

2. The subimage xfl(m, n)is chosen in the first level

DHWT. SVD is applied on the selected subimage to
obtain the Eigen vales o .

3. Then Eigen values of watermark are extracted by
diving ¢ with the strength factor which is used in
embedding process.

4. Inverse SVD and inverse DHWT is applied, in order
to obtain the watermark.
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Figure 5. Watermark extraction algorithm.

5. Experimental Results

The experiments were performed on different gray
scale images such as Lena, cameraman etc. Binary
watermark image is of the size 33x33. We could obtain
PSNR of 50.9 dB with no perceptibility problem on
watermarked Lena image. Figure 6 shows the image
results of the proposed watermarking scheme of the
standard test image cameraman.

b) Encrypted c) Decrypted watermarked

watermarked image. image.
KEC
EEE

e) Extracted watermark image.

a) Cover image.

KEL
EEE

d) Original watermark image.

Figure 6. Image results of the proposed scheme.

Any watermarking system should be robust against
various image processing attacks. It should not be
removable by unauthorized users and it should not
degrade the quality of the images. There are many
attacks against which image watermarking system
could be judged. The attacks include average filtering,
rotation, median filtering, salt and pepper noise,
Gaussian noise, speckle noise and so on. These attacks
are applied to the watermarked images to evaluate
recovery process. Mean Square Error (MSE), Peak
Signal to Noise Ratio (PSNR) and Normalized Cross-
correlation (NC) are used to estimate the quality of
extracted watermark. MSE, PSNR and NC are defined
as follows [5]:

PSNR =10l 255°
~1% | rse @)

Where MSE is defined as follow:

1 - 2
MSE =—— X X (f (x,y) —f (x,y)) 2)
MN x=1y=1

Where M and N are size of images, f(x, y) and f (X, Y)
are value at (x, y) location of host and watermarked
image.

ZXp,p,
NC = —

SS) (3)
Where p; and pij* are pixel value at i, j location of
original watermark and recovered watermark pattern
respectively. The obtained PSNR values for various
gray scale images and normalized correlation of
extracted watermark are shown in the Table 1 and also
in Figure 7.

Table 1. PSNR values of watermarked image.

Image Type PSNR (dB) PSNR (dB) Normalized
ge Typ (Encrypted Image) | (Decrypted Image) | Correlation
Moon (500x375) 29.3695 51.4543 0.9912
Lena (512x512) 36.4909 50.9016 0.9842
Rohith (189x253) 27.7148 49.7872 0.9978
Rose (150x150) 22.3071 41.556 0.9948
Cameraman(256x256) 30.1393 42.9689 0.9765
Girl (131x131) 21.1622 40.1696 0.9970
Boat (131x131) 24.3433 41.3727 0.9942
Fruits (131x131) 22.0797 39.4920 0.9893
Baboon (131x131) 25.1141 36.3916 0.9812
Circles (300x320) 26.6858 34.2085 0.9248
Circuit (300x234) 27.7485 31.5071 0.8016
00923
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Figure 7. PSNR value of watermarked images.
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5.1. Robustness to Noise

Robustness on noise is very important to watermarking
algorithm. Proposed algorithm is tested against four
kinds of noise. Zero mean Gaussian noise with
variance 100, 1% salt and pepper noise, Poisson and
speckle noise.
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Figure 8. NC of extracted watermark under various addition of
noises.

The simulated results of the normalized correlation
under various noises are shown in Figure 8. And it
demonstrates the robustness of this algorithm to
various noises with different variances.

5.2. Robustness to Image Processing Attacks

The watermarking algorithm is also robust to image
processing techniques. The most popular method in
this branch is histogram equalization. The correlation
computed from histogram equalized images is shown
in Table 3. Another popular image processing tool is
filter. Two types of filters are tested. Low pass filter
and median filter, which can be considered as case of
pixel permutation. The simulated results of the NC for
the above mentioned two filtering conditions are
shown in Figure 9.
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Figure 9. NC of extracted watermark under filtering attack.

Figure 9 gives the experimental results of various
gray scale images under filter attacks. We can see that
this scheme can resist filter attacks under different
window size.

6. Robustness to Geometric Attacks

Digital watermarking robust to geometric attacks is a
difficult problem that constrains the practical value of
watermarking technique. Geometric attacks include
rotation, cropping and scaling etc., the simulated
results of the normalized correlation under cropping
attack and various angles of rotation are shown in the
Figure 10.
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Figure 10. NC of extracted watermark under geometrical attacks.
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It may be noted that this scheme can resists
cropping attacks and rotational attacks under various
angles of rotation. From the results shown in Figure 10
the proposed algorithm is robust to geometric attacks.

The proposed watermarking scheme is compared
with existing recently published papers by Byun et al.
[4], Wang and Lin [21], Jiang et al. [7], Yuan et al.
[25], Mahmood and Selin [1], Li et al. [11], Lein and
Lin [10], Wei et al. [13], Papakostas et al. [17], Wen-
ge and Lei [23] and You et al. [24] based on Lena
image, the results are shown in Tables 2 and 3.

Table 2. Comparison of PSNR value of watermarked image in
proposed method and existing methods.

Methods PSNR in db
Byun et al. 41.95
Wang et al. 38.20
Jiang et al. 40.26
Mahmood et al. 45.10
Lietal, 40.60
Wei et al. 44.25
Papakostas et al. 58.28
Proposed method 51.45

Table 3. Comparison on NC of extracted watermark of proposed
method and existing methods under various attacks.

Median : . Angle of Rotation
.7 | Gaussian | Histogram ) g
Methods Flléigng Noise | Equalization Cropping 0.25°10.50°10.75°| 1°
Wangetal.| 0.51 0.64 - - 0.31]0.29 | 0.26 |0.24
Jiangetal.| 0.99 0.9596 - 0.678 - - - -
Mahmood 0.92 1
etal.

Lietal. 0.35 0.7 - 0.61 0.46]0.38 | 0.36 |0.33
Le'li‘if]‘"d 089 | 0.768 0.935 0.88 |0.88(0.859|0.808|0.79
Wei et al. 0.88 0.91 0.77 0.7

Yuan et al. - 0.546 0.616 0.943
Papakostas) g3 | 05016

etal.
Fengetal.| 0.93 0.6 -
Xinge et al. - - 0.79

From Tables 2 and 3, we can see the PSNR of the
watermarked image and the robustness of watermark is
far better than those existing methods. The authors
claim their method can effectively resist image
processing attacks like median filtering, histogram
equalization, addition of noise and geometric attacks
like rotation, cropping and can obtain a higher PSNR
of the watermarked image.

7. Conclusions

In this paper, a new watermarking algorithm has been
proposed based on DHWT for encrypted images. This
algorithm guarantees a satisfactory level of robustness
against different types of image processing distortions.
Thus, the proposed algorithm qualifies itself to be
highly image adaptive and provide best solution to
protect the media contents are often distributed in
encrypted format. Multiple watermarking and different
forms of secret messages such as gray scale image,
text, signature and pseudo-random binary sequence are
suggested to be used in future.
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